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Purpose
This standard defines the minimum secure design and threat modeling workflow for material changes, ensuring that security requirements and architectural controls are considered before implementation commitments become expensive to reverse.
Scope and Triggers
New products or internet-facing services.
Major architectural changes, especially those affecting data movement, trust boundaries, identity, secrets, or administration.
Processing of sensitive, regulated, or business-critical data.
New third-party integrations, AI/agentic workflows, externally callable automation, or new privileged workflows.
Any change requested by Product Security, Architecture, Compliance, or a release gate due to elevated risk.
Required Inputs
Problem statement, business objective, and proposed architecture.
System context, data classification, external dependencies, and authentication model.
Known constraints, assumptions, legacy dependencies, and expected abuse cases.
Relevant security requirements, standards, customer commitments, and compliance drivers.
Minimum Method
Define assets, entry points, and externally reachable interfaces.
Draw the system context and a focused data flow diagram.
Mark trust boundaries, privilege boundaries, and data stores.
Identify threats using a consistent method such as STRIDE, attack paths, or misuse cases.
Record required controls, design decisions, residual risks, and ownership of each action.
Outputs and Approvals
A threat model record with diagrams, assumptions, threats, mitigations, owners, and due dates.
A list of security requirements and design constraints mapped to backlog items or release gates.
A decision record documenting architectural trade-offs and accepted residual risks.
Approval from the designated architecture or product security approver before implementation or release, according to the review path.
Minimum Records
Diagram version and date.
Participants and reviewers.
Risk rating method used.
Mitigation ownership and target dates.
Links to verification evidence and exception approvals, if any.
References
Suggested external references include the OWASP Threat Modeling Process, OWASP Threat Model Library, OWASP ASVS V1 Architecture, Design and Threat Modeling, Microsoft Threat Modeling guidance, and SAFECode secure design and threat modeling practices.
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