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Purpose
This standard defines the minimum process for requesting and approving security exceptions and risk acceptance. Its goal is to ensure that deviations are visible, temporary where possible, and approved by the correct accountable owner.
What May Require an Exception
A policy or standard requirement that cannot be met by the required date.
A compensating control arrangement that differs materially from the documented baseline.
A temporary operational workaround that raises risk beyond the normal baseline.
What Should Not Be Excepted Lightly
Legal or contractual obligations without legal review.
Controls preventing material customer harm or known active exploitation without executive approval.
Requirements whose bypass would create hidden exposure with no effective compensating control.
Required Fields for an Exception Request
Control or requirement identifier and affected asset/product.
Business rationale and requested duration.
Threat, impact, and residual risk summary.
Compensating controls and monitoring plan.
Requester, implementing team, and proposed approver.
Approval Workflow
Requester submits a complete exception record.
Product Security reviews the request for completeness, reasonableness, and alternatives.
The accountable business or engineering leader approves or rejects within delegated authority.
Material or high-risk exceptions escalate to the executive risk owner or committee.
Expiration, Review, and Revocation
Every exception must have an expiration date, owner, and review point. Exceptions should be revoked early when the underlying condition is resolved or when the residual risk materially changes. Long-lived exceptions should be rare, visible, and periodically challenged.
Records and Reporting
Maintain a central exception register with status, dates, owners, compensating controls, approval evidence, and links to related releases or findings. Report aging, concentration, and repeated exceptions during management review.
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