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Purpose
This standard defines the minimum Product Security expectations for cloud environments, managed services, Kubernetes clusters, and associated deployment planes.
Scope
Applies to cloud accounts/subscriptions/projects, Kubernetes clusters, service meshes, registries, secrets integrations, GitOps controllers, and supporting operational tooling.
Mandatory Control Domains
IAM and identity: least privilege, workload identity where practical, privileged-access review, and break-glass control.
Network and service exposure: explicit ingress patterns, segmentation, edge protection, and internet-exposure review.
Data protection: encryption at rest and in transit, KMS ownership, key rotation, and storage hardening.
Kubernetes posture: pod hardening, admission policy, RBAC hygiene, secrets handling, image trust, and runtime telemetry.
Operations and recovery: logging, immutable evidence where required, backup integrity, containment paths, and incident playbooks.
Minimum Kubernetes Baseline
Pod Security Admission or equivalent policy enforcement shall be in place for production namespaces.
Cluster-admin grants shall be rare, time-bound where possible, and regularly reviewed.
Unsigned or unapproved images shall not be admitted to production without documented exception.
Runtime detections, audit logs, and incident containment paths shall be defined for material workloads.
Exceptions and Records
Any deviation from the baseline shall document blast radius, compensating controls, expiry date, and accountable risk owner.




