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Purpose
This standard defines the minimum expectations for security-relevant logging, telemetry quality, evidence retention, and immutable record handling across products and platforms.
Scope
Applies to application logs, platform logs, CI/CD evidence, access logs, audit trails, runtime detections, database audit records, and selected backup or immutable-storage controls.
Logging and Telemetry Requirements
Security-relevant actions shall generate logs with enough subject, target, action, result, and time context for investigation.
Privileged access, policy changes, auth failures, release approvals, secret handling events, and high-risk data actions shall be logged.
Teams shall not log secrets or raw sensitive values unless a documented exception exists.
Evidence Retention
Evidence needed for incidents, regulatory review, or security-signoff shall be retained in approved systems of record.
Retention periods and deletion approvals shall be explicitly defined and approved.
Where high-value evidence could be modified by the same operators being reviewed, independent or immutable storage shall be used.
Immutable Records
Use retention locks, WORM/Object-Lock-style storage, or equivalent controls where tamper-resistant evidence is required.
Deletion or retention-policy changes shall be separately authorized and logged.
Review and Exception Handling
Review logging coverage, data-quality drift, and retention compliance at least annually and after material platform changes.




