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Purpose
This standard defines how Product Security selects, owns, tunes, measures, and retires security tooling used across the product lifecycle.
Scope
Applies to SAST, DAST, dependency scanning, SBOM, cloud posture, runtime detection, secrets detection, code-signing, evidence collection, and related workflow tooling.
Governance Rules
Every tool shall have a named owner, supported scope, tuning strategy, exception path, and metric for coverage/quality.
Tooling decisions shall consider false-positive burden, developer friction, and evidence value, not only feature count.
Overlapping tools shall have a documented role so teams know which system is authoritative for which control objective.
Coverage Management
Critical applications, repos, images, and clusters shall be mapped to required tool coverage.
Coverage gaps shall be tracked, prioritized, and reported with accountable owners.
Tools that create recurring noise without decision value shall be re-tuned or retired.
Exceptions, Reviews, and Records
Document waivers for unsupported assets, planned migrations, or temporary tuning gaps, with expiry and review date.




